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Abstract

This document provides guidance for integrators on what constitutes a substantial modification of a
SCIOPTA Kernel delivery, in accordance with Commission guidance of 27 July 2026 and Recitals 39-41 of
Regulation (EU) 2024/2847.
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SCIOPTA Substantial Modification Guidance

1. Document Information

Field Value

Version 1.0

Date 2026-08-13

Product SCIOPTA Safety Certified Kernel

Applicable Guidance Commission guidance on CRA application, 27 July 2026; Recitals 39-41 of Regulation
(EU) 2024/2847

2. Overview

This document provides guidance for integrators on what constitutes a substantial modification of a SCIOPTA
Kernel delivery. This is a critical concept because a substantial modification means the modified product is treated
as newly placed on the market and may trigger a new conformity assessment.

This guidance is aligned with the Commission guidance published on 27 July 2026, which provides a framework
to determine if a change is "substantial.”

3. What is a Substantial Modification?

A "substantial modification" is a change to a product after its placing on the market that:

« Affects the compliance of the product with the CRA; or

¢ Results in a modification to the intended purpose for which the product has been assessed.

Key principle: The modification must be considered in light of the product’s intended purpose, its design, and the
risks it faces. Not all changes are substantial.

4. SCIOPTA's Policy

4.1. Security Updates (NOT substantial modifications)

Security updates are designed to decrease the level of cybersecurity risk and do not modify the intended purpose
of the product.

Examples:

¢ A patch addressing a buffer overflow vulnerability in the IPC mechanism
« A fix for a race condition in the scheduler
« A security patch for a third-party library

¢ A kernel security patch that modifies only internal implementation details

Consequence: These updates are not considered substantial modifications. Integrators do not need to re-assess
conformity.

CRA Reference: The Commission guidance of 27 July 2026 clarifies that security updates are not considered a
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substantial modification where the software update does not modify the intended purpose and only entails minor
adjustments of the source code.

4.2. Feature Updates (MAY be substantial modifications)

Feature updates modify the original intended functions, type, or performance of the product. They typically add new
features, which can increase the attack surface and cybersecurity risk.

Examples:

* Adding a new system call that changes the kernel API
¢ Introducing a new communication protocol
¢ Adding a new scheduler algorithm that changes deterministic behavior

¢ Adding new middleware components (e.g., a new network stack)

Consequence: These updates may be considered substantial modifications, requiring the integrator to re-assess
conformity.

CRA Reference: The Commission guidance of 27 July 2026 states that where a feature update modifies the
original intended functions or the type or performance of a product and increases the cybersecurity risk, it should
be considered a substantial modification.

4.3. Bug Fixes (Generally NOT substantial modifications)

Bug fixes that do not change the intended purpose or add new features are generally not substantial modifications.
Examples:

e Fixing an existing function that was not working correctly
e Correction of documentation errors
¢ Performance optimization without functional change

 Correction of a compiler warning

Consequence: These updates are generally not considered substantial modifications.

4.4. Repairs and Maintenance (NOT substantial modifications)

Repairs, refurbishment, and maintenance that do not change the intended purpose or affect compliance are not
considered substantial modifications.

Examples:

* Replacing a component with an identical one
e Applying a security patch during regular maintenance

» Updating BSP files without changing kernel behavior
Consequence: These updates are not considered substantial modifications.
CRA Reference: The Commission guidance of 27 July 2026 clarifies that repairs can be assimilated to

maintenance operations provided that they do not modify the product in such a way that compliance with applicable
requirements is affected.
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5. Decision Framework

Use the following flowchart to determine if a change is substantial:
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6. Versioning Policy

SCIOPTA uses a four-digit version number: X.Y.Z.F

Change Type Version Change Classification
Security patch F+1 (e.g., 2.7.3.1 = 2.7.3.2) Not substantial
Bug fix Z+1 (e.g., 2.7.3.1 = 2.7.4.1) Not substantial
Feature addition Y+1 (e.g., 2.7.3.1 = 2.8.0.0) May be substantial
Major API change X+1 (e.g., 2.7.3.1 = 3.0.0.0) Likely substantial

Important Note for Integrators: The version number alone does not determine whether a change is substantial.
The integrator must evaluate the specific changes in the context of their final product.

7. Examples

7.1. Example 1: Security Patch (Not Substantial)
Change: A kernel patch that fixes a buffer overflow vulnerability in the IPC mechanism.
Analysis:

« Intended purpose: Unchanged (still a real-time kernel)
e Compliance: The patch improves compliance (fixes a vulnerability)

* New features: None
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Conclusion: Not a substantial modification. No re-assessment required.

7.2. Example 2: New System Call (May Be Substantial)

Change: Addition of a new system call that allows processes to communicate via a new protocol.
Analysis:

 Intended purpose: Unchanged (still a real-time kernel)
e Compliance: Adds new attack surface, potentially affects security
* New features: Yes (new protocol)

¢ Risk: Increased (new attack vector)

Conclusion: May be a substantial modification. The integrator must assess the impact on their final product.

7.3. Example 3: Major API Change (Likely Substantial)

Change: A new major version (3.0.0) that changes the kernel APl and removes deprecated functions.
Analysis:

« Intended purpose: Unchanged (still a real-time kernel)
e Compliance: Significant changes require re-assessment
¢ New features: Yes (new API)

¢ Risk: Increased (new or changed interfaces)

Conclusion: Likely a substantial modification. The integrator must re-assess conformity.

8. Integrator Responsibility
Integrators remain responsible for:

« Determining whether a kernel update constitutes a substantial modification in the context of their final product
« Re-assessing conformity if a substantial modification is identified

¢ Maintaining appropriate technical documentation

Notifying the relevant conformity assessment body if a substantial modification occurs (if applicable)

This responsibility applies even if SCIOPTA does not classify the change as substantial. The integrator must
evaluate the change in the context of their specific product and its intended purpose.

9. Risk Mitigation

To minimize the risk of unintentionally introducing a substantial modification:

Action Description

Regularly review kernel updates Review release notes and change logs before applying updates
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Action Description

Maintain a change log Document all changes made to the kernel in your product

Assess impact Evaluate each update’s effect on security, functionality, and intended
purpose

Engage with SCIOPTA Contact SCIOPTA support for clarification on specific changes

Update technical documentation Keep your technical file up to date

10. References

* Commission guidance on the application of the Cyber Resilience Act (CRA), 27 July 2026
* Regulation (EU) 2024/2847, Recitals 39-41

e SCIOPTA Support Period Justification

e SCIOPTA Incident Response Plan

11. Revision History

Version Date Author Changes

1.0 2026-08-13 SCIOPTA Systems GmbH - Initial guidance on substantial modification
Hamza Benaissa
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